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As a new member of Community Health
Center, Dr. Cohen is required to use

Secure Universal Message Services (SUMS)
for HIPAA-compliant messaging to other
medical care providers. To use SUMS, she
must first verify her identity and credentials
by signing up for a Verizon Universal ID.

Lo Community messaces
Al

I

nnnnnnnnn

ciagy Repent vergremz. Migust 130817
!

Confidential and proprietary materials for authorized Verizon personnel and outside agencies only. Use, disclosure or distribution of this material is not permitted to any unauthorized persons or third parties except by written agreement. 3




=~

verizon

Mai -

I Inbox
Searmoc
irportart
Sact Mai
Drafls

v Oeclos
Moo =

Google Calendar  »
Google Docs +

Universal Identity Services

- (4] (1] n .- 9 - More ~

-

ESPN.com ~ Documents show aerfy i . .
As part of Dr. Cohen’s on-boarding, she receives an

Sot up your Universal ID email invitation to sign up for UIS in order to access | & ®
4 coheniveraonsusines coms| L€ SUMS HIPAA-compliant message services.
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Verity your identity

Set up Secure Login
wth Universal ldentity Se
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The link from the email sends Dr. Cohen to a welcome
page where she can view a demonstration video on
setting up her UIS account. Otherwise, she is able to
jump right into the set up process starting with
capturing her home address for identity verification.

We need to confirm your
permanent address 1o
verify your identity
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Identity verification continues with confirming her

Verify Your identity birthdate and the last 4-digits of her SS#.

We need a ittle more information abod
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Strong authentication is needed where HIPAA

Verify Your identity compliance is required. Dr. Cohen’s identity is further
verified through a series of Q/A that checks her
answers against public records.
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User ID credentials are then set up. Rules for

username and password requirements are indicated
below each field.

CHoose a unigque and memorable use
thant folows the rules shown below

Unversad 1D Usemame

Universal 1D Password
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Create Your
Username & Password

CHoose a unigque and memorable username and password
that lolows the rules shown below

Unrversad 1D Usemame
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The last step in the set up process is activating paths for
L - receiving one-time-use Cloud Keys to sign in to UIS for
each login session. Two Cloud Key paths are required.

VWhen you iog in 1o siles, you will nee
along wih a separate Cloud Key Youll be
how you recieve thal key each e

parsonal mobile - 75298

The toxt gave s key | 123456
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Once the 3-step set up is complete, Dr. Cohen is able
to log into SUMS Secure Universal Message Services.

Your Universal ID was
successfully created.

Et Universal D Profie
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Cet the power of real-time,
anywhere messaging to clinicians,
care teams, and patients.
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The “smart” login entry field allows Dr. Cohen to key in
any of her Cloud Key Paths (phone number, email

address, etc.).
-
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the power of real-time,
vhere messaging to clinicians,
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teams, and patients. %
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After selecting the path, her Cloud Key is sent. Once she
has entered the Cloud Key, she will be logged into SUMS.
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_ il Dr. Cohen is now securely logged into her SUMS

account with her UIS credentials.

leaNncare - She can exchange secure HIPAA-compliant
m messages with other authenticated providers
Or. Lir Chytharn . . . R 429 vN
0 Lehs including pharmacists and other specialists.
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